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Course Name

Fortinet NSE 4: Network Security Professional

About the Course

The Network Security Professional designation recognizes your ability to install and manage the day-to-
day configuration, monitoring, and operation of a FortiGate device to support specific corporate network
security policies

Key Skills You Will Learn

The Fortinet NSE 4 Network Security Professional certification validates the ability to secure networks and
applications. Some key skills for this certification include: FortiGate configuration, Firewall concepts,
Network protocols, Troubleshooting, Operational scenarios

Course Pre-Requisite

While there are no official prerequisites for the Fortinet NSE4 Network Security Professional certification
exam, it is recommended to have a basic understanding of network security concepts and firewall
concepts: Knowledge of network protocols, Basic understanding of firewall concepts, and Experience in
handling FortiGate day-to-day operations

Target Audience

We recommend this course for network and security professionals who are involved in the day-to-day
management, implementation, and administration of a security infrastructure using FortiGate devices

Job prospects with this
role

Hybrid Cloud Engineer, DevOps Engineer, Network Engineer, Cybersecurity Engineer, Technical Analyst

Course Duration

~ 25 Hrs

Course Customisation

Not applivable

Certification

READYBELL Fortinet NSE 4: Network Security Professional Certificate

Mode of Training

Instructor-led 100% Online or 100% Classroom (Salt Lake, Kolkata - India) or hybrid mode (Online +
Classroom) as suitable for the learner

Course Fees

Please contact us

Refund Policy

Get a 3-hours free trial during which you can cancel at no penalty. After that, we don’t give refunds

Job Assistance

Will assist candidate in securing a suitable job

Contact

READYBELL SOFTWARE SERVICES PVT. LIMITED

AH 12, SALT LAKE SECTOR 2, KOLKATA (INDIA) - 700 091
E-MAIL: contact@readybellsoftware.com

PH: +91 - 9147708045/9674552097, +91 - 33-79642872
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CURRICULUM

Topic

Sub-Topic

Duration (Hrs)

Fortinet NSE 4: Network
Security Professional

Module 1:

Build a Fortinet FW Lab using Eve-NG

Module 2:

Build a Fortinet FW Lab using VMware Workstation

Module 3:

Build a Fortinet FW Lab using VMware ESXi

Module 4:

FortiGate FW Network Fundamentals

Module 5:

FortiGate FW IP Routing Fundamentals

Module 6:

FortiGate FW DHCP Services

Module 7:

FortiGate FW Address Translation

Module 8:

FortiGate Virtual Networking and Trunking

Module 9:

Physical FortiGate Integration with VMs

Module 10:

FortiGate FW Security Policy Fundamentals

Module 11:

FortiGate Outbound SSL-TLS Decryption

Module 12:

FortiGate Inbound SSL-TLS Decryption

Module 13:

FortiGate Web Filtering

Module 14:

FortiGate DNS Filtering

Module 15:

FortiGate Application Control

Module 16:

FortiGate Antivirus

Module 17:

FortiGate Intrusion Prevention

Module 18:

FortiGate DoS Prevention

Module 19:

FortiGate VPNs

Module 20:

FortiGate Virtual Domains (VDOMs)

Module 21:

FortiGate Transparent Mode

Module 22:

FortiGate High Availability

Module 23:

FortiGate User Authentication

Module 24:

FortiGate Admin Authentication and 2FA

Module 25:

FortiGate Security Fabric Fundamentals

Module 26:

FortiGate SD-WAN Fundamentals

Module 27:

Troubleshooting FortiGate Firewalls

25 Hrs

To register for this course please e-mail/call us




